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Abstract: Micro, Small and Medium Enterprises (MSMESs) have become one
of the most critical pillars of the Indian economy. They create employment,
promote innovations, produce exportable goods, and make a significant
contribution to the country’s Gross Domestic Product (GDP). In the era of
digitisation and increased technological development, enterprises store and
process a lot of personal data of their employees, customers, suppliers, and
other stakeholders. In addition, personal data is increasingly used in day-to-
day business activities. Therefore, it is necessary to ensure the security of
personal data processed by MSMEs. Digital Personal Data Protection Act,
2023 became the first data protection law in India, which regulates processing
activities of digital personal data. The law aims to protect the rights of data
principals. Moreover, data protection laws can bring a wide range of benefits
to MSMEs, such as increased customer trust and business opportunities.
However, MSMEs, especially those with limited resources, may encounter
several challenges in accordance with the new legislation. This paper discusses
the impact of legal provisions on the development of MSMEs in India with a
focus on data protection regulations. It highlights the importance of data
protection for MSMEs, which are key economic players in many countries, and
points out the need for support in terms of legal and technical capabilities.
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PART I: Introduction

The digital economy has revolutionised how companies conduct business worldwide. This
change has been visible in India in the last decade with access to the internet, affordable
smartphones, digital payment systems and government initiatives like Digital India, Start-up
India and pushing online public services. Even small local businesses are increasingly using
digital technologies to communicate with customers, receive payments, manage inventories,
advertise products and maintain business records. Consequently, business data has become one
of the most valuable assets of an enterprise.t

Micro, Small and Medium Enterprises (MSMES) are in a peculiar position among all the
various sectors that have adopted digitalisation. According to the Ministry of MSME, the sector
contributes about one-third of India’s Gross Domestic Product and a large chunk of exports,
and employs millions of people in urban and rural areas.? The increasing adoption of e-
commerce platforms, cloud-based accounting software, online banking, customer relationship
management systems and digital marketing tools has allowed MSMEs to extend their market
reach beyond geographical boundaries.

The rapid growth of digital business has also resulted in the unprecedented collection and
processing of personal information. Even small businesses today regularly collect customer
names, mobile numbers, email addresses, payment information, delivery addresses, employee
records, vendor information, etc. Often, this information is stored electronically, in such forms
as websites, mobile applications, cloud storage, accounting software or third-party service
providers. Digitalisation has made things more efficient, but it has also raised concerns about
data misuse, unauthorised access, identity theft, financial fraud and cyber-attacks.?

With the rise in importance of personal data, the focus of businesses has gradually shifted from
data collection to ensuring that data is used in a responsible way. Today’s consumers are more
aware of how their personal information is treated by businesses. Consumer behaviour has been
strongly influenced by news on data breaches and misuse of personal information. People are
more likely to engage with companies that are transparent and accountable in the way they
handle personal data. As a result, data protection has moved from being a purely legal issue to
an important determinant of business reputation and consumer trust.

The right to privacy has been recognized as a fundamental right in India by the Supreme Court
in the case of Justice K.S. Puttaswamy (Retd.) v. Union of India . The Court ruled that such a
right is an integral component of the rights to life and personal liberty as guaranteed under
Article 21 of the Constitution.* The judgment also held informational privacy to be an essential

! Organisation for Economic Co-operation and Development (OECD), The Digital Economy
Outlook 2020 (OECD Publishing, 2020).

2 Ministry of Micro, Small and Medium Enterprises, Annual Report 2023-24 (Government of
India).

% Indian Computer Emergency Response Team (CERT-In), Annual Report 2023, Ministry of
Electronics and Information Technology, Government of India.

4 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1
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element of personal autonomy, and that a law needs to be formulated by the State which
regulates the processing of personal data and provides for safeguards therefor.® The ruling
provided the much needed constitutional legitimacy to comprehensive data protection
legislation in India.

Following various committee reports and legislative proposals, Parliament passed the Digital
Personal Data Protection Act, 2023 (DPDP Act), which regulates processing personal data on
digital media. °The DPDP Act creates obligations for processing personal data and grants some
rights to data principals. Even though the legislation is general, it significantly impacts micro,
small, and medium enterprises (MSMES) since the latter are still learning to develop their data
governance frameworks.

Unlike big corporations with well-established legal and information technology (IT)
departments, MSMEs have limited resources to devote to legal compliance. At the same time,
proper data governance attracts new customers, ensures operational resilience, and makes these
businesses competitive in the local and international markets. “Thus, the connection between
data protection and economic growth is too important to be overlooked. Over the last years, the
government has been promoting digital payments, e-commerce, financial inclusion, and other
activities fitting into the larger idea of Digital India.

These initiatives made MSMEs integral parts of the country’s digital ecosystem, but at the same
time, they generated even more responsibilities for business owners. Despite the obvious
benefits of a strong data governance framework for their operations, MSMEs’ representatives
rarely discuss this issue.

Researchers predominantly focus on the DPDP Act’s impact on individuals’ privacy rights,
constitutional rights to privacy, and obligations of big technology companies. In contrast,
scholars pay less attention to how legal regulations affect the functioning and development of
MSMEs. Since most of India’s enterprises fall under the MSME definition, studying the
connection between data protection laws and economic growth is crucial for understanding both
issues. This paper will explore how data protection laws, specifically the DPDP Act, 2023,
affect MSMEs’ development and contribute to the economy. Instead of analysing the legislation
in detail, the article will highlight the opportunities data protection creates for small businesses.

PART I1: Overview of Data Protection Laws in India

Technological advancements have fundamentally changed the dynamic around collecting and
using personal information. The current digital ecosystem allows businesses to engage with
customers via online platforms, manage payments, maintain employee records and manage
supply chains using technology-based systems. Information is therefore becoming a valuable

51d. at 11 297-307 (per Chandrachud, J.).

6 Digital Personal Data Protection Act, No. 22 of 2023, Gazette of India, Aug. 11, 2023.

" Ministry of Electronics and Information Technology, Digital Personal Data Protection Act, 2023:
Overview (Government of India).
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asset for enterprises and, as it turns out, a sensitive asset for customers as well. This

development has given rise to a myriad of privacy concerns in recent years, including the risks

of data misuse, identity theft, financial fraud, and other forms of unauthorized access to

personal information. The situation highlights the need to have legal policies that govern the
affairs of individuals and business organizations in order to satisfy the rights of both parties.

India did not have an overarching data protection law for a considerable period of time. The
constitutional rights, sections of the Information Technology Act, 2000, contractual
agreements, and sector-specific regulations by the financial and telecom regulators were used
as a basis for protecting personal information. However, this body of law provided only a
limited degree of protection.®

In particular, the Information Technology Act, 2000 was India’s first law to address matters
relating to legal aspects of electronic commerce, including digital signatures and offenses
committed via electronic means. Although the main objective of the IT Act was to facilitate
electronic commerce, several sections of it provided some form of protection to personal data.
For instance, Section 43A mandated that a body corporate processing sensitive personal data
must put in place “reasonable security practices” in order to avoid loss or gain to any party.®
Additionally, the Information Technology (Reasonable Security Practices and Procedures
and Sensitive Personal Data or Information) Rules, 2011 also contained specific guidelines
about the collection and disclosure of personal information and the precautions to be taken
while handling such data.

There are several flaws with the IT Act and the rules made thereunder, which is why they
eventually became inadequate in protecting individuals’ personal data and the rights derived
therefrom. Firstly, the application of the IT Act only applied to “body corporates”. Secondly,
the protections only applied to “sensitive personal data or information”. Finally, the rules were
formulated in an environment that did not involve “digital ecosystems”, “artificial intelligence”,
“cloud computing” and “big data analytics” which are now the norm in the current digital

economy. !

The nine-judge Bench of the Supreme Court in Justice K.S. Puttaswamy (Retd.) v Union of
India delivered a unanimous judgment declaring that the right to privacy is protected as an
intrinsic part of the Right to Life and Personal Liberty guaranteed under Article 21 of the
Constitution.'? In particular, the Court held that informational privacy is an essential ingredient
of privacy. The opinion of the Court also highlighted the fact that the emergence of new digital
technologies necessitated the introduction of a specific law that would govern the collection,
storage, and processing of personal information.

8 Information Technology Act, No. 21 of 2000 (India).

% Information Technology Act, 2000, § 43A.

10 Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data
or Information) Rules, 2011, G.S.R. 313(E), Gazette of India (Apr. 11, 2011).

1 Justice B.N. Srikrishna Committee, A Free and Fair Digital Economy: Protecting Privacy,
Empowering Indians (2018).

12 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1.
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The judgment in Justice K.S. Puttaswamy case provides a useful background to the issues
surrounding data protection in India. Although the Supreme Court ruling does not create a
system of data protection, it highlights that the privacy of Indians ought to be protected not only
by the State but also by entities processing personal data. It also identifies certain standards that
need to be met in order to prevent potential abuse of personal information.®

In the wake of the Justice K.S. Puttaswamy judgment, the Government of India constituted a
Committee of Experts chaired by Justice B.N. Srikrishna to formulate a suitable data protection
framework in India. **The recommendations made by the Committee are reflected in the Digital
Personal Data Protection Act, 2023%. In particular, the Committee noted that personal data had
become a valuable asset in the digital economy and a corresponding legal policy was necessary
to ensure that citizens’ data rights were protected without hindering the country’s digital
growth. The Committee took great care in recommending a data protection law that would
protect individuals and empower legitimate enterprises and organizations.

Although the DPDP Act provides comprehensive personal data protection in India, it makes a
departure from previous laws by making only a few key points. Firstly, it primarily focuses on
regulating digital personal data. It recognises personal data in digital form as well as personal
data that is digitised as personal data. *5Secondly, the DPDP Act is more focused on data
protection. Unlike the IT Act, which regulates a wide range of issues related to e-commerce,
the DPDP Act primarily focuses on protecting personal data. Finally, the DPDP Act focuses on
data principals and data fiduciaries. In practice, this means that any individual or entity
processing personal data falls under the data fiduciary definition”. A small or medium-sized
enterprise (MSME) that runs an online business or processes employee records electronically
can be regarded as a data fiduciary.

An important feature of the DPDP Act is that it emphasises the need for informed processing
of personal data. Individuals must give their informed consent for their data to be processed for
specific purposes. In turn, organisations are required to take reasonable measures to protect the
data in their possession or control from access by unauthorised parties. In other words, the
DPDP Act makes it illegal to process someone’s personal information without taking adequate
measures to protect it from being accessed by third parties. The DPDP Act encourages
organisations to take reasonable measures to protect data from unauthorised disclosure or use.
It does not encourage businesses to collect information on individuals, but it ensures that they
take responsibility for processing data that they do possess.

Personal data protection is becoming a key issue for businesses and, consequently, for MSMEs.
Most consumers demand that their data be handled responsibly, which means that they want
businesses to adhere to certain standards while processing their information. As such, it is not

131d. at 1 325.
14 Ministry of Electronics and Information Technology, Government of India, Report of the Committee of
Experts under the Chairmanship of Justice B.N. Srikrishna (2018).
15 Digital Personal Data Protection Act, No. 22 of 2023.
16
ld. § 3.
71d. 88 2(i), 2().
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uncommon for customers to provide their contact and payment details, as well as address and
other personal information while purchasing goods and services from online platforms. In this
regard, it is fair to say that businesses that process data responsibly are more likely to gain
customers’ trust than those that ignore personal data protection. 8In other words, adherence to
the data protection principles set out in the DPDP Act is beneficial to businesses in terms of
earning the trust of customers and consequently growing their customer base.

The DPDP Act also recognizes the need to formulate a flexible structure, which implies that it
does not impose the same standards for all businesses and organizations processing personal
data. Some stricter requirements apply to notified significant data fiduciaries on account of their
processing activities, risks to individuals, and national importance of their data processing
activities, among other factors. °In other words, businesses that process personal data in large
capacities, particularly data fiduciaries with large customer bases and processing large volumes
of data, fall under the definition of significant data fiduciaries. Such entities have to meet higher
standards in comparison to regular MSMEs.

With the DPDP Act, organizations that are not classified as significant data fiduciaries will still
have to adhere to certain data protection principles. In particular, MSMEs will still have to
make sure that they only process personal data for specific purposes or as otherwise stipulated
by the Act. Other key principles that apply to MSMEs include the prevention of unauthorized
disclosure of data, the right of individuals to access their data, and the obligation to respond to
data complaints. These measures are designed to ensure consumer trust and limit the exposure
of businesses to potential civil and criminal liabilities arising from data processing activities.
In general, it is important for MSMEs to understand the basic principles of data processing in
order to stay compliant and avoid penalties. It is also important to realize that responsible data
processing can be good for business, as it builds consumer trust.

A cursory overview of the DPDP Act shows that the Government of India recognizes the role
played by legal frameworks in creating an environment that encourages economic development
and innovation. Several of the country’s economic development projects, including the move
towards digital payments, online marketplaces, and online governance and banking, rely on
citizens’ trust in the security of the digital ecosystem. This trust is built by businesses processing
personal data responsibly, which means that data protection is not only a legal requirement but
also an economic development imperative.

In addition to the obvious legal and economic benefits, the DPDP Act will be advantageous to
MSMEs, which is a key pillar of India’s economy. Many such businesses are currently
operating in the digital space and engaging in online transactions with their customers. As such,
they stand to benefit from the DPDP Act both in terms of consumer trust and reduced legal
risks. However, the primary question in this regard is to what extent these legal benefits can
help these businesses grow. Part 111 will discuss this issue in detail.

81d. 8§ 4-15
191d. § 10.
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PART IIl: MSMES in India and The Role of Data Protection Laws in Their Growth

Micro, Small and Medium enterprises (MSMEs) are one of the pillars of the Indian economy.
Compared to very large enterprises, which are concentrated in metros, MSMESs have presence
across urban and rural areas, contribute significantly to employment and are diverse in their
products — all of which makes them critical to the economy. Further, while large firms need
deep pockets to setup and operate, MSMESs can be set up and operated with less capital and are
more agile.?°

According to the Ministry of MSME, India, there are more than six crore MSMEs in India
employing over eleven crore people in manufacturing, services, and trading activities. They
constitute a significant portion of the GDP and contribute almost half of India’s exports of
goods and services?. The government has taken several initiatives for digitization of MSMEs
such as the Udyam Registration Portal, the Digital India program, the Government e
Marketplace (GeM), the Open Network for Digital Commerce (ONDC) and digital lending
platforms, among others.??

Technology has fundamentally changed the way MSMEs operate — from operating as cash-
based small-time shops to having an online presence, using social media, accepting payments
digitally through UPI, messaging with customers, and managing their books with software.
MSMEs have also benefitted from digitization as they can now have a far-reaching impact
through their online catalogues as compared to physical stores. The same technology has also
contributed to increased digitization of MSMEs. A small-time retailer who sells online will
have data on the customer such as hame, number, address, email, mode of payment, history of
purchases made, and other related information. Similarly, professionals such as doctors,
consultants, travel agents, lawyers, and similar other service providers process and store
personal information of their clients.

Further, MSMEs also store personal information of their own employees such as name, salary,
bank details, education and experience, address, and attendance. Personal information refers to
information that can be used to directly or indirectly identify a person. A lot of this information
is digital — stored either with cloud service providers or in software applications and databases.
MSMEs use a variety of such applications to run their business such as accounting applications,
customer relationship management applications, e-commerce platforms, payment gateways,
logistics among others. While digitization has contributed to increased efficiency in the
operations of MSMEs it has also introduced vulnerabilities such as data leaks, accidental

20 Ministry of Micro, Small and Medium Enterprises, Annual Report 2023-24 (Government of
India).

2L Ministry of Micro, Small and Medium Enterprises, Udyam Registration Portal: Statistics
and Reports (Government of India).

22 Ministry of Commerce & Industry, Government of India, Open Network for Digital
Commerce (ONDC): Policy Framework (2023).
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exposure of information, phishing, ransomware, and other forms of cyber-attacks. Personal
information once leaked can be misused by bad actors, leading to fraud and loss of reputation.?
While data breaches in big companies make for better headlines, the impact of such a breach in
small companies could be much greater. Further, even while big companies have the resources
to weather short-term storms caused by such a breach, smaller companies may find it hard to
recover. Also, for big companies, the price to pay for a data breach is lesser as compared to
small companies. For instance, a small-time retailer may not be able to recover if a ransomware
group were to encrypt his database. He may also lose customers’ trust which could impact sales
in the long run. Losing the trust of the consumer may be a bigger concern than the direct impact
of the ransomware.

With regards to data protection, the DPDP Act, 2023 is of utmost importance to MSMEs. While
the objective of the DPDP Act, 2023 is to protect the right to privacy, it also promotes
responsible processing by entities. With respect to MSMEs, it requires that only essential
information be collected, the purpose of processing such information is shared, adequate
safeguards are put in place for such information, unnecessary disclosure of such information is
prevented, and the information is deleted after its purpose has been fulfilled. Even though they
are statutory requirements, responsible processing has several benefits for MSMEs.

One of the major benefits of data protection laws is that of consumer trust. Consumers will trust
a company that is able to manage their personal information responsibly. In a digital business
environment, where everything is virtual, the onus is on the business to assure the consumer
that their information is safe with the business and that the business has responsible privacy
practices in place. This promotes consumer confidence and trust in the business.

Consumer trust ultimately translates into business growth. In the long run, businesses that
assure their consumers of responsible processing of information will see sustained sales and
growth in their business as their consumers grow more confident in dealing with them online.
On the contrary, businesses that fail to assure their consumers of responsible processing of
information run the risk of losing consumers to competitors who offer such assurances. In
addition, businesses that assure their consumers of responsible processing of information will
also gain their trust in their other services and products offered by the said businesses, if any.

Data protection laws will also help promote the credibility of the business. In a digital business
environment where business relationships are increasingly being made virtually, a company’s
ability to protect personal information of its partners, customers, and suppliers is as important
as the products and services offered by the company. Larger companies assess potential
business partners based on the data protection practices of smaller companies. Thus, the ability
to demonstrate responsible processing of information by MSMEs will promote the credibility
of such businesses, enabling them to grow their market footprint.

2 Indian Computer Emergency Response Team (CERT-In), Cyber Security Incident Trends in
India, Ministry of Electronics and Information Technology (2023).
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Other benefits of data protection laws include improved record management and reduced costs
associated with record management. MSMEs, in most cases, hold on to information of
consumers such as customer information indefinitely without an identified information
lifecycle management policy. Data protection laws such as the DPDP Act 2023 encourage
minimisation of data collection. By collecting only required information, businesses reduce the
amount of information they hold and therefore the storage costs incurred.

Furthermore, data protection laws encourage organisations to delete information that they no
longer need. This reduces the risks associated with mishandling of information as well as costs
incurred in managing such information. Additionally, data protection laws require that access
to information is restricted to those entitled to access it. This reduces the risks associated with
mishandling of information as information is only accessible to a few people who are aware of
the security controls protecting it.

The growing importance of digital commerce and business-to-business platforms presents an
additional benefit for MSMEs that comply with data protection laws. For instance, e-commerce
platforms and business-to-business portals require sellers to adhere to minimum standards for
managing personal information of their customers. By adhering to these minimum standards
MSMEs are able to demonstrate to consumers that they handle their information responsibly.
In addition, larger companies on these platforms can be assured of the data protection practices
of smaller companies before engaging them. In essence, data protection laws such as DPDP
Act 2023 will promote responsible processing of information thus enabling digitized MSMEs
to participate in digital commerce ecosystems.

Data protection laws also promote innovation. MSMEs increasingly rely on data analytics to
understand their consumers’ preferences. Such data allows such MSMEs to make products and
services that target specific consumers more efficiently. However, such data analytics requires
that MSMEs implement certain data protection measures to assure consumers that their
information is processed responsibly and ethically. The DPDP Act 2023 encourages
responsible innovation, which ultimately leads to trust of the consumer, which is paramount in
the digital business environment.

From a business perspective, compliance with data protection laws reduces the risks associated
with data breaches and subsequent adverse effects on the business. A majority of cyber-attacks
are brought about by weak security practises such as default passwords, lax access controls,
insecure devices, and insecure exchange of information. By promoting responsible processing
of information through the DPDP Act 2023, businesses will be able to mitigate such risks and
therefore reduce exposure to cyber-attack risks and ensuing adverse impacts that come with
such an attack. Additionally, data protection laws promote good governance within an
organisation by encouraging organisations to develop appropriate legal frameworks regarding
processing of personal information in line with the DPDP Act 2023. This ultimately reduces
risks associated with internal governance and controls within an organisation.*

24 National Association of Software and Service Companies (NASSCOM), Cybersecurity for
SMEs: Building Resilience in the Digital Economy (2022).
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Despite the benefits of data protection laws to MSMEs, there are several challenges associated
with implementing the DPDP Act 2023 by MSMEs. Firstly, MSMEs typically do not have the
resources to invest in compliance with the DPDP Act 2023. Unlike large enterprises, MSMEs
have limited financial and human resources. Further, unlike large enterprises, MSMEs typically
do not have dedicated legal teams or information technology departments that can focus on
compliance with data protection laws. Compliance with data protection laws typically falls on
the owners of MSMESs who also have to perform their day-to-day duties in running the business.
While the DPDP Act 2023 is a regulatory requirement, its compliance by MSMEs will depend
on resources devoted to its compliance. Thus, unless the resources invested by MSMEs
outweigh the benefits accrued by MSMEs from compliance, the DPDP Act 2023 will, at best,
be complied with in name only by MSMEs.

Another major challenge in the implementation of the DPDP Act 2023 by MSMEs is that of
costs. Several costs come with compliance with data protection laws. While the DPDP Act
2023 does not specifically require any specific compliance costs, businesses typically spend on
software to protect their information and systems, cybersecurity measures, legal advice on
aspects of compliance with data protection laws, and process re-engineering to ensure that they
are compliant with data protection laws. These costs can be quite prohibitive for MSMEs
especially for enterprises that operate on a shoestring budget with few resources. Unless the
business case for compliance with the DPDP Act 2023 is compelling enough to outweigh the
costs of compliance, MSMEs may decide not to comply with it, or comply with it in name only.
The reliance of MSMESs on third parties to provide services such as accounting, payment
collection, cloud storage, and e-commerce platforms presents another challenge in the
implementation of the DPDP Act 203 by MSMEs. While outsourcing helps MSMEs reduce
costs of operation, it also exposes them to risks such as data leaks, exposure of information by
third-party providers, and lax security practises by third-party providers. MSMEs are therefore
required to conduct due diligence on potential third-party providers to ensure that they also
comply with data protection requirements. Thus, even while outsourcing helps MSMEs reduce
operating costs, they have to take care in selecting their outsourcing partners to reduce the
exposure and attendant risks that come with outsourcing.

A major challenge in the implementation of the DPDP Act 2023 by MSMEs stems not from
the lack of intent to comply with it, but from ignorance of the requirements of the Act. Many
MSME operators believe that data protection laws only apply to larger organisations such as
banks, technology companies and MNCs. This belief is misplaced as DPDP Act 2023 applies
to all organisations that process personal information of their customers and employees.
Awareness campaigns by relevant government agencies and professional bodies regarding the
requirements of the DPDP Act 2023 and its impact on businesses will go a long way in
promoting understanding of this law amongst MSME operators, thus promoting voluntary
compliance with it.

Looking at it from a wider perspective, the DPDP Act 2023 promotes trust in the digital
business environment. That trust, if leveraged correctly, will benefit businesses, especially
MSMEs, as they grow more confident about engaging in digital commerce. In addition to
promoting consumer trust, the DPDP Act 2023 promotes credibility of businesses in the digital
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business environment. In essence, the DPDP Act 2023 promotes consumer trust that ultimately
benefits businesses, especially MSMEs.

PART IV: Recommendations and Conclusion

The DPDP Act is a welcome step towards building a privacy-conscious India and enabling the
digital economy. However, the success of this Act depends on not just the obligations that it
imposes but also on the extent of their implementation. This is even more pertinent in the case
of MSMEs, which differ from large corporations in their ability to bear the costs of compliance,
both in terms of resources and organisational processes. Consequently, measures must be taken
to ensure that the requirements of the Act are tailored to the extent of their ability to comply
with them.

First and foremost, data protection laws must be driven home to MSMEs, who often do not
realize that their day-to-day operations could involve handling of personal data. The
Government, industry bodies, and professional bodies should take it upon themselves to
educate MSMEs about the basics of data protection laws. Unlike big companies, most MSMEs
do not have legal counsel to interpret the obligations under the law, and hence guidance should
be provided in the form of FAQs, manuals, and model documents, in simple language.

This guidance should include practical steps for implementation of the requirements under the
law, such as steps for publishing privacy notices, maintaining records of personal data,
responding to requests for erasure, etc. Model documents for such records and notices must be
made available in simple language so that they can be easily understood by MSMEs. The
availability of such model documents from the Ministry of Electronics and Information
Technology or the Ministry of MSME would go a long way in reducing the implementation
costs for MSMEs.

Capacity building is another key requirement for enabling compliance with the data protection
laws. It is not enough to have policies in place; it is also important to have processes and
procedures that enforce the same. This requires training of personnel in MSMEs, such as how
to set strong passwords, what to do in the case of phishing emails, and other aspects of
cybersecurity. It is important that training of personnel in MSMEs is dovetailed into existing
capacity-building programs such as Digital India, or entrepreneurship development programs,
so that data protection is driven home as part of good digital practice, rather than as a stand-
alone topic.

The government could also think of incentivising cybersecurity upgrades in MSMEs, such as
through subsidies or tax breaks for adopting certain cybersecurity practices, since most MSMEs
are likely to find it challenging to bear the costs of compliance with certain requirements under
the law. It is important to recognise that while organisations are expected to take reasonable
steps to secure personal data, reasonable steps for MSMEs could be different from those for
large enterprises, given the resources at their disposal. Measures such as offering subsidised
cybersecurity audits, or offering concessional licenses for cybersecurity software could be good
ways of incentivising MSMEs to adopt cybersecurity practices.
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Industry bodies have an important role to play in building awareness about data protection laws
among MSMEs. MSME Associations, chambers of commerce, and trade bodies often have a
direct interface with MSMEs and can play a critical role in disseminating information about the
data protection laws, such as through workshops, and by guiding practical steps for compliance.
They could also help in building bridges between MSMEs and legal experts or cybersecurity
experts, and could be counted upon to provide sector-specific guidance. The involvement of
industry bodies would be a more effective way of building awareness about the data protection
laws than relying on the government alone.

Another area that needs to be addressed when it comes to data protection and MSMEs is the
fact that most enterprises do not adopt privacy by design practices. Most often, enterprises only
think about data protection when they face a legal or regulatory issue, such as a data breach or
a legal complaint. It is important that enterprises, especially when developing new digital
products or services, factor in data protection requirements at the design stage. This will reduce
the costs of compliance significantly, as compared to making changes to products and processes
once a product has been launched and is in use.

The government could think of dovetailing data protection requirements into capacity building
programs for MSMEs. Enterprises could be encouraged to factor in data protection
requirements as part of their digital maturity plans. This could be done by including modules
on data protection in programs run by MSME Registrars, entrepreneurship development
institutes, incubators, and digital literacy programs.

An important consideration in this context is the need to balance the need for privacy with the
need for ease of doing business, and ensuring that the requirements under the law are not so
burdensome as to deter enterprises from adopting digital processes. The DPDP Act recognises
this to a large extent by adopting a risk-based approach, and reserving certain obligations for
Significant Data Fiduciaries. It is important that while implementing the law, subordinate
legislation and guidelines issued by the regulator also take into account the differentiated needs
of enterprises of different sizes and sectors.

MSME:s have a critical role to play in building India’s digital economy, and it is in their own
interest to ensure that they are able to meet the requirements of the DPDP Act. However, it is
also important that they realise that compliance with the law is not an end in itself but rather a
means to an end. By adopting responsible data practices, MSMEs can actually enhance their
brand value and build customer loyalty, which would enable them to grow as responsible digital
enterprises.

As India’s digital economy grows, so will the need for data protection. Emerging technologies
such as Al, cloud computing, 10T, and data analytics will be increasingly used by MSMEs, and
their ability to use these technologies to their advantage will depend on their ability to adopt
responsible data practices.
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Conclusion

India's digital economy has completely transformed how Micro, Small and Medium Enterprises
operate. With the help of new technology, businesses of all types can collect, process, and share
vast amounts of personal data utilising options such as digital payments, online
communications, e-commerce, and cloud computing. While this technological revolution has
caused major benefits, it has also made people aware of how important it is to protect the
information being processed.

The implementation of the Digital Personal Data Protection Act of 2023 is undoubtedly an
important milestone in the ongoing Indian digital privacy discussion. Although it is evident that
the act seeks to protect the right to privacy of individuals, its influence is likely to be much
bigger than that. Indeed, for businesses, processing personal data is vital as it leads to
improvements in consumer satisfaction, opens new doors for increasing company’s credibility,
reduces risk, and supports relationship building within the digital economy.

However, concurrently, the fact that the MSME sector has a greatly distinctive outlook toward
compliance with laws than big business must also be recognized. This has a significant impact
on their ability to comply with the requirements of the Data Protection Act. As a result, while
the awareness of compliance must be encouraged, it is also important to provide MSMESs with
incentives to create awareness and spend on appropriate technologies.

Hence, it becomes obvious that this ability of companies to process personal data should be
treated as an opportunity rather than a threat. The two tasks shall not clash, and companies
handling personal information properly shall benefit immensely from this attitude. Therefore,
with consumers being protected and trust in the system established, MSMEs will be able to
build long-term business relations and gain longevity in the digital market. As a result, the
success and impact of the Digital Personal Data Protection Act, 2023, will depend on its ability
to balance the need for consumer privacy and MSME development in equal measure.
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