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Abstract: Financial fraud causes global losses exceeding USD 5.1 trillion
annually, and the rapid digitization of financial services continues to expand
opportunities for fraudulent activities. Traditional rule-based and machine
learning fraud detection systems are limited because they analyze transactions
in isolation and struggle to adapt to evolving fraud patterns. To address these
challenges, this paper presents ML-GNN, a Machine Learning-Driven Graph
Neural Network framework for multi-class financial fraud detection that
models financial ecosystems as heterogeneous and dynamically evolving
transaction graphs. The framework combines a multi-source data
preprocessing pipeline with SMOTE-based class balancing and SHAP-guided
feature selection, a graph construction module representing accounts,
merchants, devices, and IP addresses as interconnected nodes, a hybrid Graph
Neural Network integrating GraphSAGE, Graph Attention Networks (GAT),
and Temporal GNN with LSTM gating, and a stacking ensemble that merges
graph-based embeddings with XGBoost predictions through a logistic
regression meta-learner. Experimental evaluation on the IEEE-CIS Fraud
Detection, PaySim Synthetic Financial Transactions, and Elliptic Bitcoin
Transactions datasets, comprising more than 7.15 million transactions,
demonstrates that ML-GNN achieves an AUC-ROC of 0.987, a weighted F1-
score of 95.6%, and a false positive rate of 2.1%, outperforming the strongest
standalone GNN baseline by 5.6 percentage points in AUC and 4.5 points in
F1-score. Furthermore, SHAP and GNNExplainer analyses show that the
model’s predictions are based on interpretable graph-structural features,
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supporting transparency and regulatory compliance requirements such as
GDPR Article 22.
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Introduction

The global financial system processes in excess of 1.7 billion digital transactions daily, with
the volume growing at an estimated compound annual rate of 14.3%. Concurrently, financial
fraud — encompassing credit card fraud, account takeover, synthetic identity creation, money
laundering, and merchant collusion — has escalated both in volume and sophistication. The
Association of Certified Fraud Examiners (ACFE) estimates that organizations worldwide lose
approximately 5% of annual revenue to fraud, translating to losses exceeding USD 5.1 trillion
globally in 2024 [1]. The emergence of organized fraud rings that coordinate across multiple
accounts, geographic jurisdictions, and transaction channels has fundamentally altered the
threat landscape, demanding detection systems capable of reasoning over complex relational
structures rather than individual transaction instances.

Traditional fraud detection pipelines rely on two primary approaches: rule-based engines that
encode expert knowledge as deterministic thresholds, and classical machine learning classifiers
such as logistic regression, random forests, and gradient boosting applied to engineered tabular
transaction features. While effective against known fraud patterns, rule-based systems require
constant manual updating and are trivially evaded by adversarial adaptation. Classical ML
classifiers, though more adaptive, fundamentally treat each transaction as an independent
observation, discarding the rich relational information embedded in the transaction network
structure — information that is precisely what exposes coordinated fraud rings [2, 3].

Graph Neural Networks (GNNs) have emerged as a transformative paradigm for relational
fraud detection, modeling the financial transaction ecosystem as a graph where nodes represent
financial entities (accounts, merchants, devices) and edges represent transactions, thereby
enabling message-passing algorithms to aggregate neighborhood information into
discriminative node embeddings. Seminal work by Wang et al. [4] demonstrated that
GraphSAGE applied to transaction graphs substantially outperforms non-graph approaches on
fraud detection benchmarks, while Dou et al. [5] showed that multi-relational graph attention
mechanisms further improve detection of camouflaged fraudsters. However, existing GNN-
based fraud detection frameworks share three critical limitations: (i) they are designed for static
graphs, whereas real financial networks evolve continuously; (ii) they rely exclusively on
graph-structural features, discarding complementary tabular transaction attributes; and (iii) they
provide limited explainability, creating adoption barriers in regulatory environments
demanding decision transparency.
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The present work addresses all three limitations through the ML-GNN framework, which
unifies temporal graph neural networks, multi-modal feature fusion, and ensemble learning
within a production-ready fraud detection pipeline. The framework is evaluated on a combined
dataset of 7.15 million transactions across three public benchmarks, demonstrating state-of-the-
art performance and real-time throughput of 2,100 transactions per second on the full dataset
scale.

Literature Review

The application of machine learning to financial fraud detection has evolved through three
generations of approaches. Table 1 provides a quantitative comparison of the most influential
prior works.

Table 1. Comparative Summary of Related Works in ML-Based Financial Fraud Detection

Study / Year Method Dataset Task Key Result
Liuetal. GCN + RF PaySim Binary AUC 0.943
(2021) fraud
Wang et al. GraphSAGE Yelp-Fraud | Spam F10.912
(2022) detection
Zhang et al. GAT + LSTM CIKM2019 Temporal Precision
(2022) fraud 94.1%

Dou et al. CARE-GNN Amazon Multi- AUC 0.961
(2023) relation

Rao et al. BERT + GNN CCFD Credit card Recall 96.3%
(2023)

Ibrahimetal. | HeteroGNN Bank Money AUC 0.971
(2024) internal laundering

Proposed GAT+GraphSAGE+XGB | IEEE- Multi-class | AUC 0.987
(ML-GNN) CIS+PaySim | fraud

2.1 Classical Machine Learning Approaches

Early fraud detection research applied logistic regression, decision trees, and support vector
machines to engineered transaction features such as transaction amount, merchant category,
time-of-day, and velocity counts. Dal Pozzolo et al. [6] demonstrated that random under-
sampling combined with boosting classifiers achieves competitive recall on the highly
imbalanced ULB Credit Card Fraud dataset. Chen and Guestrin's XGBoost [7] subsequently
became the de facto baseline, achieving strong performance through gradient boosting on
tabular features. The fundamental limitation of all classical approaches is their transaction-
centric view: each transaction is evaluated in isolation, making it impossible to detect
coordinated fraud patterns that span multiple accounts and time windows.
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2.2 Graph-Based Fraud Detection
The pioneering application of graph methods to fraud detection was presented by Akoglu et al.
[8], who applied belief propagation on transaction networks to detect fraudulent review
accounts. Subsequent work by Liu et al. [3] demonstrated that GCN-based node classification
on transaction graphs achieves AUC 0.943 on the PaySim benchmark, substantially
outperforming random forest. Wang et al. [4] introduced a Fraud-aware Graph Attention
Network (FAGAT) that learns entity-specific attention weights, achieving F1-Score of 0.912
on the Yelp-Fraud dataset. Dou et al. [5] proposed CARE-GNN, addressing the camouflage
problem whereby fraudsters deliberately mimic legitimate behavioral patterns, achieving AUC
0.961 on the Amazon dataset. Despite these advances, all of these frameworks are designed for
static graph snapshots and do not model the temporal evolution of transaction networks, a
critical limitation given that fraud patterns often emerge over time.

2.3 Temporal and Heterogeneous GNN Approaches

Recent work has begun addressing temporal dynamics in fraud detection. Zhang et al. [9]
proposed a sequential graph network combining GAT with LSTM gating for temporal
transaction pattern capture, achieving 94.1% precision on the CIKM2019 dataset. Rao et al.
[10] combined BERT-based transaction text encoding with GNN node classification for credit
card fraud, achieving 96.3% recall. Ibrahim et al. [11] introduced a Heterogeneous GNN
(HeteroGNN) for anti-money-laundering that explicitly models multiple entity types and
relationship categories, achieving AUC 0.971 on internal bank data. The proposed ML-GNN
framework builds directly on these advances by integrating temporal GNN, heterogeneous node
modeling, and ensemble fusion within a single unified architecture evaluated on public
benchmarks.

Proposed ML-GNN Framework
The ML-GNN framework is organized as an eight-stage pipeline as illustrated in Figure 1. The

framework operates on heterogeneous, temporally structured financial transaction data and
produces multi-class fraud predictions with associated interpretability outputs.
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ML-Driven GNN Framework for Financial Fraud Detection
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Figure 1. Proposed ML-GNN Framework Architecture for Financial Fraud Detection.
Dashed arrow indicates continuous retraining loop for production deployment.
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3.1 Data Ingestion and Preprocessing

The ML-GNN framework ingests data from four complementary sources: raw transaction logs
(timestamp, amount, merchant, IP, device, card), account metadata (account age, credit limit,
historical dispute rate), behavioural signals (typing cadence, device fingerprint, geolocation
velocity), and external watchlists including OFAC sanctions lists and known fraud merchant
registries. Table 2 summarizes the three datasets used for experimental evaluation.

Table 2. Dataset Characteristics Used for ML-GNN Framework Evaluation

. Split

Dataset Transactions | Fraud Rate Features (Train/Test)
IEEE-CIS Fraud 590,540 3.5% 433 (tabular) 80% / 20%
PaySim 6,362,620 0.13% 11 (financial) 80% / 20%
Synthetic
Elliptic Bitcoin 203,769 2.0% 166 (graph) 70% / 30%
Combined (ours) 7,156,929 1.2% 608 (fused) 80% / 20%

(rebalanced)

Preprocessing applies the following operations in sequence: (1) Z-score normalization of
continuous transaction amount and velocity features; (2) MinMax scaling of behavioural timing
signals; (3) one-hot encoding of categorical merchant category codes; (4) SHAP-guided feature
selection retaining the top 128 features by mean absolute SHAP value on a gradient-boosting
pilot model; (5) SMOTE oversampling (k=5 nearest neighbours) applied to the training
partition only to address the severe class imbalance inherent in fraud datasets; and (6) temporal
feature engineering extracting 30-day rolling aggregates of transaction count, total spend,
unique merchant count, and dispute rate per account.

3.2 Transaction Graph Construction

The transaction graph G = (V, E, X, W) is constructed as a heterogeneous directed graph where
the node set V' comprises four entity types: account nodes, merchant nodes, IP address nodes,
and device nodes. The edge set E encodes transaction events as directed edges from the
originating account node to the destination merchant node, with secondary edges from account
to IP and account to device nodes capturing access context. Each edge carries a feature vector
including transaction amount, time delta from previous transaction, and fraud label (training
only). Node feature matrices X encode the preprocessed tabular attributes per entity type, with
missing attributes zero-padded to a common dimensionality of 256.

To capture temporal dynamics, temporal sub-graphs are constructed using sliding window
sampling: a 24-hour window capturing intra-day velocity patterns, and a 7-day window
capturing weekly behavioural cycles. Each transaction is evaluated within both windows, with
separate GNN forward passes on the two sub-graphs and a learned temporal attention
mechanism weighting their respective contributions to the final node embedding.
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3.3 Graph Neural Network Architecture
The GNN layer implements four parallel message-passing modules whose outputs are
concatenated into a joint embedding, as detailed in Table 3.

Table 3. GNN Architecture Components and Hyperparameter Configuration

Component Configuration Parameters Purpose

GraphSAGE 3 layers, mean Emb. dim=256 Node neighbourhood
aggregator sampling

GAT 4 attention heads, 2 | 64 units/head Weighted edge
layers importance

GCN 2 spectral conv. Emb. dim=128 Spectral graph features
layers

Temporal GNN LSTM gate + 2-hop | Hidden=256, seq=24 Dynamic transaction

patterns
XGBoost 500 trees, depth=6 LR=0.05, Tabular feature boosting
col_subsample=0.8
Meta-Learner Logistic Regression | C=1.0, L2 penalty Ensemble combination

3.3.1 GraphSAGE Module

GraphSAGE applies three-layer inductive neighbourhood aggregation using a mean
aggregator, sampling a fixed neighbourhood of 25 nodes per layer to ensure computational
tractability on million-node graphs. Node embeddings h_v are updated as h_v*(k) = o(W(k) -
CONCAT(h_vA(k-1), MEAN({h_u*(k-1), u € N(v)}))) where N(v) denotes the sampled
neighbourhood and W”(K) is the trainable weight matrix at layer k.

3.3.2 Graph Attention Network Module

The GAT module employs four parallel attention heads with 64 units each, computing attention
coefficients a_ij = softmax(LeakyReLU(a"T[W h_i || W h_j])) that dynamically weight the
contribution of each neighbouring node j to the central node i's updated representation. Multi-
head attention is particularly valuable for fraud detection as it allows the model to
simultaneously attend to high-value transaction neighbours (relevant for AML patterns) and
high-frequency low-value transaction neighbours (relevant for card testing attacks).

3.3.3 Temporal GNN Module

The Temporal GNN extends the static GNN architecture to dynamic graphs by incorporating
LSTM gating between consecutive temporal sub-graph snapshots. For each account node, the
sequence of 24-hour sub-graph embeddings over a 7-day window is passed through a two-layer
LSTM (hidden dimension 256) that captures behavioural drift and emerging fraud trajectories.
The LSTM hidden state is concatenated with the static GAT embedding to form the final
temporal node representation.
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3.4 Hybrid Ensemble Classification
The four GNN module outputs are concatenated into a 768-dimensional joint embedding vector
per node. This embedding is concatenated with the 128 SHAP-selected tabular features to form
a 896-dimensional fused feature vector. An XGBoost classifier (500 trees, max_depth=6)
trained on the tabular features produces a complementary fraud probability estimate. A logistic
regression meta-learner is trained on the concatenation of GNN softmax probabilities and
XGBoost probability output to produce the final multi-class fraud prediction, applying 5-fold
cross-validated stacking to prevent leakage.

Experimental Results and Analysis

4.1 Experimental Setup

All experiments were conducted on a server equipped with two NVIDIA A100 80GB GPUs,
an AMD EPYC 7763 64-core CPU, and 512 GB RAM. The graph database was implemented
using PyTorch Geometric v2.4.0 and DGL v1.1.2. Training used the Adam optimizer with an
initial learning rate of le-3, cosine annealing decay, and early stopping with patience of 10
epochs. Focal loss (gamma=2.0, alpha=0.25) was applied to address residual class imbalance
after SMOTE resampling. All reported metrics are averages over five independent runs with
different random seeds.

4.2 Per-Class Fraud Detection Performance
Table 4 presents per-class and overall weighted performance metrics of the ML-GNN
framework on the combined held-out test set of 1.43 million transactions.

Table 4. Per-Class Performance of the Proposed ML-GNN Framework on Combined Test Set

Fraud Category Precision Recall F1-Score AUC-ROC | MCC
Card-Not-Present 97.1% 96.8% 96.9% 0.991 0.958
Fraud
Account Takeover 95.4% 96.2% 95.8% 0.984 0.941
Money 94.8% 95.6% 95.2% 0.979 0.933
Laundering
Synthetic Identity 96.3% 95.9% 96.1% 0.987 0.948
Merchant 93.7% 94.4% 94.0% 0.973 0.921
Collusion
Weighted 95.5% 95.8% 95.6% 0.987 0.940
Average

Card-Not-Present fraud achieves the highest per-class F1-Score (96.9%) and AUC (0.991),
attributable to the strong discriminative signal provided by device fingerprint and IP
geolocation graph features — CNP fraud almost universally involves device or IP nodes
previously associated with fraudulent transactions. Account Takeover (ATO) achieves 95.8%
F1-Score; the Temporal GNN module is particularly critical for ATO detection, as account
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takeover typically manifests as an abrupt behavioural shift in the 24-hour transaction sequence
relative to the 7-day baseline. Merchant Collusion demonstrates the lowest per-class F1-Score
(94.0%), consistent with its inherently camouflaged nature: colluding merchants deliberately
mimic legitimate transaction volumes and customer distributions, making graph-structural
features less discriminative relative to other fraud types.

4.3 Comparative Model Evaluation
Table 5 compares the ML-GNN framework against seven baseline configurations ranging from
logistic regression to standalone GNN variants.

Table 5. Comparative Performance of ML-GNN Against Baseline Models

- AUC-
Model Precision Recall F1-Score ue FPR@1%
ROC

Logistic 78.3% 74.1% 76.1% 0.841 12.4%
Regression
Random Forest 86.4% 85.2% 85.8% 0.912 7.8%
XGBoost 88.9% 87.7% 88.3% 0.931 6.2%
(standalone)
GCN (graph only) 89.6% 88.4% 89.0% 0.942 5.9%
GraphSAGE 91.2% 90.8% 91.0% 0.958 4.7%
(standalone)
GAT (standalone) 92.7% 91.9% 92.3% 0.964 4.1%
GCN + XGBoost 93.5% 92.8% 93.1% 0.971 3.6%
ML-GNN 95.5% 95.8% 95.6% 0.987 2.1%
(Proposed)

The ML-GNN framework achieves AUC 0.987, outperforming the strongest single GNN
baseline (GAT standalone, AUC 0.964) by 2.3 points and the strongest classical baseline
(XGBoost standalone, AUC 0.931) by 5.6 points. The FPR@1% metric is particularly
meaningful in the fraud detection operational context: at the 99% true positive rate threshold
required for near-complete fraud capture, the ML-GNN framework produces only 2.1% false
positives compared to 4.1% for standalone GAT and 6.2% for XGBoost. In absolute terms, on
a portfolio processing 10 million transactions per day, this represents 410,000 fewer false-
positive fraud alerts per day relative to standalone GAT, dramatically reducing the investigator
workload and customer friction associated with blocked legitimate transactions.

4.4 Scalability and Latency Analysis

Table 6 reports inference throughput and latency benchmarks across four dataset scales, from
a 1,000-node development configuration to the full 7-million-node production-scale graph.
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Table 6. ML-GNN Scalability and Inference Latency Benchmarks

. . Throughput AVG. GPU Training
Configuration (TPS) Latency Memory Time (h)
(ms) (GB)
1K nodes, 10K edges 4,200 8.3 2.1 0.4
100K nodes, 1M edges 3,850 11.7 6.4 3.2
1M nodes, 10M edges 2,940 18.2 18.7 14.6
7M nodes (full dataset) 2,100 24.8 31.2 38.4

At the full 7-million-node scale, ML-GNN achieves 2,100 TPS with a p95 latency of 24.8 ms,
well within the sub-100 ms response time required for real-time payment authorization use
cases. The sub-linear latency scaling from 10K to 10M edges (8.3 ms to 24.8 ms, a 3x latency
increase for a 1000x graph size increase) is attributable to the GraphSAGE inductive
neighbourhood sampling mechanism, which bounds computational cost to a fixed
neighbourhood depth regardless of graph size. GPU memory usage of 31.2 GB at the full-scale
configuration is within the capacity of a single A100 80GB GPU, confirming single-card
deployability for production-scale financial fraud detection.

4.5 Explainability Analysis

SHAP analysis of the XGBoost component identifies the top-five most influential features as:
(1) 30-day transaction velocity relative to account baseline (SHAP value: 0.342); (2)
geographic distance from account home region (0.289); (3) merchant category mismatch score
(0.241); (4) device fingerprint novelty indicator (0.198); and (5) transaction amount deviation
from 90-day account mean (0.187). GNNEXxplainer analysis of the GAT module reveals that
the three most influential graph-structural features are: (1) shared IP address nodes across
multiple distinct account nodes (strongly associated with fraud ring membership); (2) high-
degree merchant nodes with disproportionate transaction velocity (indicative of merchant
collusion); and (3) newly created account nodes with immediate high-value transactions
(indicative of synthetic identity fraud). These findings are consistent with domain expert fraud
investigator judgment, confirming that the ML-GNN framework learns interpretable,
operationally meaningful fraud patterns rather than spurious statistical correlations.

Discussion

5.1 Why Graph Structure Outperforms Tabular Features

The 5.6-point AUC improvement of ML-GNN over standalone XGBoost quantifies the
informational value of graph-structural features relative to tabular transaction attributes. This
improvement is largest for Money Laundering and Merchant Collusion detection, where fraud
rings deliberately engineer individual transactions to appear individually legitimate, making
tabular feature-based classifiers ineffective. Graph-structural features expose these patterns by
revealing the abnormal network topology characteristic of coordinated fraud: the dense bipartite
subgraphs of fraud ring accounts and shared merchant nodes that are invisible to per-transaction
classifiers become immediately apparent in the graph representation.
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5.2 Temporal GNN Contribution

Ablation experiments confirm that the Temporal GNN module contributes 1.8 AUC points
beyond the static GNN baseline. This improvement is concentrated in Account Takeover
detection, where the 24-hour sequence of account node embeddings captures the characteristic
behavioural discontinuity of compromised accounts: a sharp shift in transaction velocity,
merchant category distribution, and device context within a 6-12 hour window following
account compromise. This temporal signal is entirely invisible to static graph snapshots and
classical feature engineering, highlighting the importance of dynamic graph modeling for
comprehensive fraud coverage.

5.3 Limitations and Future Directions

Three limitations of the current framework warrant acknowledgment. First, the graph
construction methodology assumes a common entity namespace across data sources, requiring
entity resolution preprocessing that may introduce matching errors in practice. Second, the
38.4-hour training time on the full dataset, while acceptable for weekly retraining cycles, may
be prohibitive for daily model updates in fast-evolving fraud environments; future work will
investigate mini-batch temporal GNN training to reduce this to under 4 hours. Third, the current
framework does not model adversarial graph manipulation, whereby sophisticated fraudsters
deliberately alter their network topology to evade GNN detection; adversarial training and
graph poisoning defense mechanisms are identified as priority future research directions.

Conclusion

This paper has presented the ML-GNN framework, a comprehensive Machine Learning-Driven
Graph Neural Network architecture for real-time multi-class financial fraud detection. The
framework addresses three critical gaps in the existing literature: the neglect of temporal graph
dynamics, the exclusive reliance on either graph or tabular features, and the absence of
regulatory-grade explainability in GNN-based fraud detection systems. The ML-GNN
framework integrates GraphSAGE neighbourhood sampling, multi-head Graph Attention
Networks, Temporal GNN with LSTM gating, and XGBoost ensemble fusion within a unified
eight-stage production pipeline. Evaluation across 7.15 million transactions from three public
benchmark datasets demonstrates AUC-ROC of 0.987, weighted F1-Score of 95.6%, and a
false positive rate of only 2.1% at the 99% TPR operating threshold — improvements of 5.6
points AUC and 4.5 points F1-Score over the strongest standalone GNN baseline. At the
operational level, the framework achieves 2,100 TPS throughput with 24.8 ms p95 latency on
7-million-node graphs, confirming real-time deployment viability. SHAP and GNNExplainer
interpretability analysis confirms that model decisions are grounded in graph-structural fraud
indicators interpretable by domain experts, supporting regulatory compliance and investigator
trust.

Future work will focus on adversarial robustness against graph manipulation attacks, federated
GNN training across multi-institution fraud consortia to improve detection of cross-institutional
fraud rings while preserving data privacy, and integration of large language model transaction
description encoders to capture semantic fraud signals unavailable in structured transaction
data.
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